
Privacy Health Check Guidance

1. Understand the Purpose
The Privacy Health Check assessment is designed to help you evaluate your current data
privacy practices. By completing the assessment, you’ll get a clearer picture of where your
business stands in terms of privacy compliance and risk management, and you'll receive
actionable recommendations to enhance your processes.

2. Setting Up Time to Complete
Set aside dedicated time to complete the assessment, ideally in a quiet space where you can
focus. Depending on the complexity of your business, the assessment can take between 20-45
minutes.

3. Involve Key Team Members (if applicable)
If your business has employees, consider involving team members from different areas (e.g., IT,
HR, Marketing) who handle or access personal information. Their insights can help you provide
the most accurate responses.

4. Review Your Data Processes First
Before starting the assessment, take some time to gather information on your existing privacy
policies, data storage practices, and security measures. This will make it easier to answer the
questions accurately. Here are a few key areas to review:

● Privacy Notices: Do you have notices that inform customers, employees, and
candidates about how you collect and use their personal information?

● Access and Sharing: How do you manage access to sensitive personal information,
and do you share it with third parties?

● Retention Policies: How long do you retain personal information, and how do you check
it is securely deleted when no longer needed?

5. Navigating the Questions
The assessment is broken down into several categories, each designed to evaluate a specific
aspect of your privacy practices. Here’s a breakdown of the key sections:

● Transparency: These questions focus on how well you communicate with customers
and employees about your collection and usage. Be honest about whether you have
privacy notices and how detailed they are.



● Data Security and Storage: This section evaluates how you store and protect personal
data. Consider who has access to sensitive data and whether you have security controls
like encryption, access restrictions, and regular backups in place.

● Data Rights and Controls: These questions assess whether you have processes in
place for individuals to access, change, or delete their personal information. Consider
how easily people can exercise their data rights.

● Data Sharing and Transfers: This section reviews whether you share personal data
with third parties, such as vendors, and whether you comply with data protection laws,
especially for international transfers.

● Governance and Usage: These questions will evaluate your internal data management
practices, such as data retention policies, breach response plans, and ongoing privacy
training for employees.

6. Answering Each Question

● Be Honest: The goal is not to get a perfect score but to identify areas for improvement.
Provide accurate responses based on your current practices.

● Multiple Choice Questions: Most questions are designed to have multiple-choice
answers that will match your current maturity level. Choose the answer that most closely
aligns with your current practices.

● If You’re Unsure: If you’re unsure about a particular question, take a moment to reflect
or consult with your team. If necessary, choose the answer that reflects the closest
approximation of your current process, and make a note to revisit that area later.

7. Prioritize Key Areas for Improvement
Once the assessment is completed, you’ll receive a report that outlines your maturity level and
areas for improvement. Prioritize the high-risk areas, such as data security or failure to comply
with legal obligations, and focus on these first.

8. Review the Recommendations Carefully
The report will provide customized recommendations based on your responses. Review each
recommendation carefully and take action based on the priority level outlined in the report.

9. Continuous Improvement
Remember, privacy compliance is not a one-time task. As your business grows and evolves, so
should your privacy practices. Use the results of this assessment as a starting point for
continuous improvement, and consider revisiting the Privacy Health Check periodically to keep
your business on track.

Taking the time to complete the Privacy Health Check assessment provides valuable insights
into your data practices. By carefully answering each question and following the
recommendations, you'll strengthen your business’s privacy compliance, reduce risks, and build
greater trust with your customers.


